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for the questions

Answer one question from each Unit

UNIT—I

1. (a) Define computer security. Discuss the

three key objectives of computer

security. 2+3=5

(b) Discuss the various challenges involved

in providing computer security. 5
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2. (a) What is OSI security architecture? What 

is the difference between passive and

active security threats? 3+4=7

(b) What is the difference among a virus,

a worm and a Trojan horse? 3

UNIT—II

3. (a) Write short notes on the following with

an example (any two) : 4×2=8

(i) Caesar Cipher

(ii) Monoalphabetic vs. Polyalphabetic

Cipher

(iii) Playfair Cipher

(b) Explain the design principles of DES

algorithm with a block diagram.

Illustrate the DES function used in each 

round. 6+6=12

4. (a) Define cryptography. Explain the

difference between symmetric and

asymmetric key cryptography with the

help of an example. 2+4=6

(b) What is the difference between a block

cipher and a stream cipher? 4

(c) Explain 3DES algorithm with the help of 

a diagram. Why is the middle portion of

3DES a decryption rather than an

encryption? 8+2=10
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UNIT—III

5. (a) What are the principle elements of

public key cryptosystem? Write down

the steps involved in selecting the

private and public keys in RSA

algorithm. 3+4=7

(b) Perform encryption and decryption

using RSA algorithm for the following : 8

p = 3; q = 11; e = 7; M = 5

6. (a) What is the value of the symmetric key

in Diffie-Hellman protocol if p = 23,

g = 7, x = 3 and y = 7? 5

(b) Discuss the essential requirements of a

secure hash function. Discuss the steps 

involved in MD5 hash algorithm. 3+7=10

UNIT—IV

7. (a) Give an overview of the IPSec

architecture explaining the various

IPSec documents. 8

(b) Distinguish between transport and

tunnel modes of IPSec. 6

(c) Explain how IPSec deals with

anti-replay attacks. 6
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8. (a) Explain how the authentication header

provides support for data integrity and

authentication of IP packets. 10

(b) Why does ESP include a padding field?

Explain briefly. 4

(c) Explain the Oakley key determination

protocol. What role does it play in

IPSec? 6

UNIT—V

9. With the help of a diagram, give a description 

of the SSL architecture. 10

10. (a) Explain how dual signatures are used in 

secure electronic transactions. 8

(b) Mention two design goals of a firewall. 2
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